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This information is for the users with Test Access.

ÅAs a new user, you will receive an invitation to your email with a link to the EMM:

ÅYou will first be prompted to accept the Terms and Conditions and to change the temporary password; 

ÅEÙƇĦøĔƇ·ĆÍƇĐÞÍƇò·ßóƇ·ÉòßóƇ·óÉƇĦøĔƇ·ĆÍƇìøÚÚßóÚƇßóƇÙøĆƇĐÞÍƇÙßĆĊĐƇĐßòÍśƇĦøĔƇĠßììƇ·ìĊøƇóÍÍÉƇĐøƇ·ăăĆøğÍƇĐÞÍƇ@øøÚìÍźĊƇ

Managed Google Play agreement.

ÅAs a test user, your role is Enterprise Admin . Enterprise Admins do NOT have access to ALL enterprises and ALL 

users views. Enterprise Admins can only see the details of the enterprises they have been assigned to (i.e. they 

belong to) . Enterprise Admins have the capability of inviting and editing users. 

ÅAll existing user roles are Enterprise Owner ( main system administrator), Enterprise admin , Enterprise User and 

Observer .

If you are testing HMD Enable Pro
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Å The console is available here:

Å https://console.hmdenablepro.com

Å Recommended browser

Å Google Chrome 

Å Supported Android version 

Å Android 9 GMS or higher

Å Supported companion app version

Å Full support Android 11 onwards

Å Android 9 and 10 with indoor GPS coverage limitation

*Google Mobile Services Certification
Confidential



ÅAs a new user, you will receive an invitation to your email with a link to the EMM

ÅYou will first be prompted to accept the Terms and Conditions and to change the temporary password 

ÅEÙƇĦøĔƇ·ĆÍƇĐÞÍƇò·ßóƇ·ÉòßóƇ·óÉƇĦøĔƇ·ĆÍƇìøÚÚßóÚƇßóƇÙøĆƇĐÞÍƇÙßĆĊĐƇĐßòÍśƇĦøĔƇĠßììƇ·ìĊøƇóÍÍÉƇĐøƇ·ăăĆøğÍƇĐÞÍƇ@øøÚìÍźĊƇ

Managed Google Play agreement.

ÅYou can invite other users from the console freely. Existing user roles are Enterprise Owner ( main system 

administrator), Enterprise admin , Enterprise User and Observer . Enterprise Owners and Admins have the capability 

of inviting and editing users. 

ÅEnterprise Admins, Users and Observers can only see the details of the enterprises they have been assigned to (i.e. 

they belong to) . Enterprise Admins do not have access to ALL enterprises and ALL users views.

Accounts and Enterprise
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HMD offers HMD Enable Pro users wave 1 help and user support via Enable Pro platform.

ÅTo access User Guide and product Tutorial and Training videos, users need to navigate to "Help and support" 

section on the left - side menu on the platform and select Help & FAQ.

Help and support
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When you arrive at the HMD Enable Pro console for the first time, you will need to create an enterprise for your organisation / 

department or, depending on your business model and approach, for another legal entity of your company or even your 

customer. Creating an Enterprise is a two - part process: Creating the Enterprise and Setting up the Enterprise .

ωWhen you are creating an enterprise for your own organisation, you can add rights to yourself. After you have created the 

Enterprise, you will be presented with Setup Bind to Android Enterprise Modal which will take you to Google Enterprise 

Admin console. If you choose not to setup the Enterprise right away, you will be presented with the setup modal the next 

time you try to access the Enterprise.

ωWhen you are creating an enterprise for another department or other company śƇĐĔĆóƇøóƇĐÞÍƇŷvÞßĊƇßĊƇ·ƇÄĔĊĐøòÍĆƇò·ó·ÚÍÉƇ

ÍóĐÍĆăĆßĊÍŸƇøăĐßøóƇßóƇĐÞßĊƇÄ·ĊÍŚƇvÞÍƇÄĔĊĐøòÍĆƇĠßììƇÞ·óÉìÍƇĐÞÍƇĊÍĐĔăƇĐÞĆøĔÚÞƇ@øøÚìÍƇ4óĐÍĆăĆßĊÍƇ ÉòßóƇÄøóĊøìÍŚƇvÞÍƇ

customers Enterprise user will be presented with the Setup - view when they try to log in to the Enterprise.

The following slides explain how to create and setup the enterprise. Setting up an Enterprise will guide you through the steps 

in the Google Enterprise Admin console. See the Inviting and importing users for more info on the user management.

Create an enterprise
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When you arrive into the HMD Enable Pro console for the first time, 

you will need to create an enterprise for your organisation. 

1. Select the Create enterprise

2. You will see Create enterprise wizard opening. 

3. Enter the enterprise name 

4. Optionally you can select the following options

A. Enable Customer managed enterprise 

B. Enable two - factor authentication

1
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Creating an enterprise (1/3)
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On the step 2 you can add access to the enterprise for existing 

users in Enterprise Admin role.

5. Select the Quick Access toggle to give yourself an access to the 

enterprise ( optional )

6. Select the users from the Users drop down who you want to grant 

access to

7. You can Invite new admin user to customer enterprise by entering 

users' information to the fields under Invite new admin user

8. Select Next button 

9. You will be presented with a summary of the enterprise details 

and users. Select Save button if all the details are correct.

5

6

8

9

Creating an enterprise (2/3)
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The new enterprise will be shown in the Enterprises table

10. Select the enterprise name to edit the enterprise 

details (optional)

11. Optionally you can edit the enterprise details from 

ĐÞÍƇĔĊÍĆƇòÍóĔƇ·ÙĐÍĆƇĦøĔźğÍƇ·ÉÉÍÉƇ·óƇ·ÄÄÍĊĊƇĐøƇĐÞÍƇ

enterprise (See the next slide)

12. The Enterprise will show in Pending state until the 

Enterprise has been Setup

13. The Enterprise Setup process is available when a 

user tries to Log In to the Enterprise for the first time

Confidential

Do not edit the details of 
ĦøĔĆƇÄĔĊĐøòÍĆźĊƇÍóĐÍĆăĆßĊÍŚ

Creating an enterprise (3/3)
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Enterprise details provide information about an enterprise. 

1. General enterprise details include enterprise name and enterprise 

ID. 

2. Enterprise users section displays all users added to the chosen 

enterprise. User can be added and/or invited to the enterprise from 

ĐÞßĊƇĊÍÄĐßøóƇøĆƇÙĆøòƇzĊÍĆĊƇĊÍÄĐßøóƇøóƇĐÞÍƇÄøóĊøìÍźĊƇìÍÙĐƇĊßÉÍƇòÍóĔŚ

3. Two- Factor Authentication can be enabled to force enterprise users 

to authenticate with 2FA ( Note: see more information in Two - Factor 

Authentication (2FA) section )

4. Status of the Enterprise. The Enterprise will show in Pending state 

until the Enterprise has been Setup . After the Setup has been gone 

through, the Status will change to Active.

Confidential
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Setting up an enterprise (1/9)

When You try to Sign In to the Enterprise for the first time, 

you are greeted with the option to Setup The Enterprise. 

From here you have 3 options

1. You can continue The Setup process by clicking 

Continue 

2. If you have access to more than one Enterprise, you 

can change enterprise by selecting a different 

Enterprise from the dropdown menu

3. If you require additional support, you can select Help

1

2
3
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Setting up an enterprise (2/9)
You will be directed to the Google Enterprise Admin console. 

4. Note: It's strongly recommended that you use your primary work 

email address to sign up for Android Enterprise (e.g. 

firstname.lastname@company.com). You do not need to have 

registered this email address with Google in advance, and Google 

Workspace accounts are not required.  Any email addresses 

associated with your company domain are supported, including  

Microsoft Entra accounts. Personal email accounts like gmail are not 

recommended

5. Press Next to begin the process of turning your account into an 

Admin account. Note that If the email account is managed by 

Microsoft additional sign in options are presented

A. Sign in with Microsoft (optional)

B. Or create account with a password (Recommended)

See Other scenarios

4
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Setting up an enterprise (3/9)

Verify your email

6. You are presented with Verify your email - notification

7. ­øĔƇĠßììƇĆÍÄÍßğÍƇğÍĆßÙßÄ·ĐßøóƇÍò·ßìƇĐßĐìÍÉƇŷWelcome to the 

@øøÚìÍƇ ÉòßóƇÄøóĊøìÍśƇăìÍ·ĊÍƇğÍĆßÙĦƇĦøĔĆƇÍò·ßìŸfrom 

Google Cloud Team

8. Select Verify email address

6
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Setting up an enterprise (4/9)

You are greeted to Tell us about you Ųview where you are 

asked to fill user information

9. Fill in the Required user information

10. Select if you would like to receive email with tips etc.

11. Select Continue

9

10
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Setting up an enterprise (5/9)

You are presented with an option to Add subscriptions to 

your admin account 

12. Add subscriptions to your admin account (free 

subscriptions recommended)

13. Select Next

12
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Setting up an enterprise (6/9)

You are presented with Create a password - view

14. Create a password for the account

15. Select Agree and continue 14
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Setting up an enterprise (7/10)

You are presented with Create a password - view

16. Select Allow and create account

17. You will be redirected to HMD Enable Pro to 

complete the process

Note: The redirection might need additional sign - in, if the 

user has any gmail account saved to the browser. This is 

gone through in step 18. If the redirection successes 

automatically you can continue with step 19.

16
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Setting up an enterprise (8/9)

You are presented with Sign in - view

18. Sign in to Admin console with the user and password 

you have created

You are might be presented with phone verification - view

19. Select your country , enter your phone number , select 

how you would like to receive the verification code 

and click Get code

20. Enter the Verification code you received and select 

Verify

21. You are created with Welcome to your new account -

view. Read through the message and select 

I Understand

20

19

21
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Setting up an enterprise (9/9)

The setup is complete. You will be redirected to Enable Pro 

and the Enterprise is ready for use

22. You are redirected to Enable Pro.

23. The Enterprise is now setup and can be used normally 23

22
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Other scenarios
If you are an existing Google Workspace administrator, the above process is 
greatly simplified in that you only have to log into Google Admin console with 
your administrator account and consent to EMM binding. You will not need to 
create a new email account or perform email verification steps, etc.

If you are an existing Google workspace user that is not an administrator for your 
domain you will need to reach out to your workspace administrator to get them 
to assist you as an administrator account is needed to consent to the EMM 
binding. If your Google workspace account can't be promoted to administrator, 
you can also contact HMD Enable Pro to invite the workspace administrator to 
HMD Enable Pro and the workspace administrator can finish the EMM binding.

If your email address was previously used to create a consumer Google account, 
you will be given the option to convert your account to an enterprise Google 
account. If you accept this option then your account becomes a managed 
account, meaning admins can place restrictions on the account use and delete 
or transfer ownership of data in your account. If you wish to retain personal 
control of the data in your account then we advise using the Google Takeout
tool to export the data, for you to later import into a new, personal google 
account.

Finally, if your organization uses @gmail.com  or any other other free consumer 
email addresses ( e.g @Yahoo.com, @Hotmail.com, @Outlook.com etc )  as your 
primary email system (rather than user@company.com) you will need to create 
(or use an existing) gmail account to complete the Android Enterprise 
registration steps. You can also use or create a gmail account as a fallback in 
order to complete the Android Enterprise registration steps, but that is not 
recommended.

https://takeout.google.com/
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Deleting an Enterprise
If the need arises, you can Delete an Enterprise through Enable Pro Console. Before 

deletion check the following:

ÅEnterprise has no users (Required)

ÅYou have unenrolled and deleted all the devices from the Enterprise (Recommended)

To delete an Enterprise, go through the following steps:

1. Open The Enterprise - view

2. pÍ·ĆÄÞƇÙøĆƇĦøĔĆƇ4óĐÍĆăĆßĊÍƇ·óÉƇĊÍìÍÄĐƇŷ0ÍìÍĐÍƇ4óĐÍĆăĆßĊÍŸƇÙĆøòƇ4óĐÍĆăĆßĊÍƇøăĐßøóĊ

3. Double check that you are deleting the correct Enterprise and select Delete if you 

want to continue. ( vÞßĊƇ·ÄĐßøóƇÄ·óźĐƇÃÍƇĐ·êÍóƇÃ·Äê)

NOTE: 

Google Enterprise Admin console also offers the option to delete Enterprise from their 

console. We DO NOT SUPPORTusing the action. Used at users OWN RISK. Enable Pro 

ÉøÍĊóźĐƇĊĔăăøĆĐƇlÍ- Activation of Enterprises after deletion from Google Console.

1
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New users can be invited to existing enterprises from the 

enterprise more menu.

1. From the Enterprise more menu, select Invite users option

Confidential
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2. Enter the user details

3. Select desired user role

4. Select Next

On the second page, you can optionally grant the user an 

access to also other enterprises than the enterprise selected 

at step 1.

The role selected in step 1 will apply to all enterprises.

5. Selected enterprise is pre - selected. The role selected in 

step 1 will apply to all enterprises.

6. Select Invite when you are done. 

Confidential
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New users can be assigned to existing enterprises when they 

are invited to the system. 

1. Select Invite users option

Confidential

Assign new users to enterprises (1/3)
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User roles:

- Enterprise owner ŲSystem administration & Device management
- Add and edit all enterprises

- Invite and edit all users

- Add private apps and create collections

- Enroll devices, view all devices, and add and deploy policies to managed devices

- Enterprise admin ŲEnterprise administration &  Device management

- Invite and edit users within an Enterprise

- Add private apps and create collections

- Enroll devices, view all devices, and add and deploy policies to managed devices

- Enterprise user ŲDevice management

- Add private apps and create collections

- Enroll devices, view all devices, and add and deploy policies to managed devices

- Observer ŲViewer rights
- View private apps and collections

- View policies and devices

- View device details

- Observers do not have ability to edit any of the details within the enterprise

2

3

4

If you are creating users for your customers, make sure that you do not
select the Enterprise Owner role

2. Enter user details
3. Select user role
4. Select Next

Assign new users to enterprises (2/3)
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5. Add 

enterprises by 

selecting them 

from the drop 

down list

6. Remove enterprises 

from the Delete 

option

7. Once you are done 

select Invite option

6
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Users can also be imported from Azure AD using a CSV 

file. Use the export feature from the AD to generate the 

correct CSV file. 

1. On the HMD Enable Pro console Select Import users 

option

2. Select Choose file and navigate to your CSV file. Select 

the file.

3. Select Assign to enterprise and select the target 

enterprise

4. Select desired user role

5. Select Accept

The users will be imported in a bulk with the selected 

settings.

Confidential
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Uploading and editing a 
Private App



The HMD Enable Pro utilizes Managed Google Play for app distribution. Private apps must 

comply with the Google Play regulations. Make sure that the following criteria are met:

ÅThe APK must be compiled with a release mode. Debug mode builds cannot be 

uploaded.

ÅThe APK must not exceed 100MB. If your app's compressed download size is larger than 

100 MB, you should instead upload your app using Android App Bundles (AAB) which 

allows for up to a 200 MB compressed download size. 

More information: https://developer.android.com/guide/app - bundle

ÅPackage name must be unique. If it is published or has ever been published in the 

Google Play, you will see an error.

ÅPrivate apps can be shared between enterprises. If needed HMD can provide 

instructions for the sharing.

Private applications

Upload only packages for which you have privilege to upload 
and host in the Managed Google Play. Do not upload APKs 
from other companies unless you have agreement to do so in 
place.

Confidential
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1. Navigate to Applications

2. Choose Private apps

3. pÍìÍÄĐƇŹ+źƇøăĐßøóƇĐøƇĔăìø·ÉƇ·óƇ iP

Uploading a Private App (1/2)

2

3
3

1 2
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4. Enter a title for your private app

5. Upload the APK file

6. Click on Create option to upload the 

private app. The Create will be enabled 

after a valid APK package is added.

Uploading a Private App (2/2)

Confidential
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1. Select the Edit option to got to edit

mode

2. Select the Make advanced edits option 

to update the private app details on the

Google Play Console. 

Editing a Private App

Confidential
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1. Navigate to Policies view

2. Select Add new policy

Add New Policy Modal will open

3. Select the Type of Policy you want to add

Å Kiosk Mode

Å Kiosk Mode Launcher

Å Fully Managed Mode

Å Work Profile

4. Press Next to continue

5. Type in your Policy name (required) and 

description (optional) 

6. Select Next to continue with the policy creation

Adding policies (1/6)

Confidential
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7. By Enabling restrictions to the Play Store, only 

ŷ ììøĠÍÉƇ·ăăĊŸƇĠßììƇÃÍƇÉßĊăì·ĦÍÉƇßóƇĐÞÍƇÉÍğßÄÍĊƇ

Google Play store

Å Allow apps lets you determine what applications are 
allowed to be installed on the device

Å Block apps prevents the installation of the defined 
apps. Additionally Blocked apps will be automatically 
deleted from the device.

8. Depending on the Policy type there are few 

differences on the settings

a. Kiosk mode requires the installation of Kiosk 
application, and App permission policy is set by 
ÉÍÙ·ĔìĐƇĐøƇŷ@Ć·óĐƇÄøóĐĆøìŸƇ

b. Kiosk mode launcher & Fully managed mode offer the 
default application settings 

c. Work profile offers the possibility to allow/block apps 
individually between the work and personal profile, as 
well as additional Work profile settings are provided

Adding policies (2/6)

Confidential
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The flow of allowing/blocking apps:

9. Click on Allow/Block application

10.Google Play portal opens

11.Search for application or add the package name 

manually

12.Select the app to add it to the allowed/blocked 

list

13.The application is added to the Allow/Block apps 

list and displays Settings and Remove buttons

Adding policies (3/6)

Confidential
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The flow of allowing/blocking apps:

14. You can open the Application settings from the Gear - icon

15. The settings are opened in a new view

16. Some applications provide the option for Managed 

Configuration, this allows changing the settings from inside 

the app remotely. 

17. When changes are DONE click Save. 

Note: Managed Configuration changes are saved in the Managed 

Configuration view and will not trigger the save - button, You can 

close the settings from the Cancel - button or X - icon.

18. Click Next to continue the process

Adding policies (4/6)

Confidential
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7. On the following wizard views define the preferred settings for your policy moving between the pages, and then select Save.

Adding policies (5/6)



Once saved, you will see a notification of the successful policy creation.

19. lÍÙĆÍĊÞƇĐÞÍƇğßÍĠƇĠßĐÞƇĐÞÍƇŷlÍÙĆÍĊÞŸƇøăĐßøóŚ

20. Policy name and description are editable fields.

Use the Actions menu to clone the policy or to delete it.

Adding policies (6/6)
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An update was made to HMD Enable Pro's policy types. 

1. Previously "Managed or Work profile" is now divided into Work 

profile and Fully managed device. It allows cross - profile limitations 

for all work profile devices and personal usage profiles for 

company - owned work profile devices. 

2. Work profile - specific settings, allowe different set ups between 

work profile and personal profile for application settings and other 

details.

Work profile policy type

Confidential
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The default permission policy is used for all apps unless permission is separately defined 

on the app level. For kiosk mode, the default permission is always "Grant a 

permission" automatically.

ωIf default permission policy chosen is being changed, it will affect all chosen 

applications.

ωHMD Enable Pro companion app permission policy is always 'Grant a permission'"

Note: before applying the changes, the system requests a confirmation to update default 

permission policy for all applications.

Default permission policy

Confidential
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Enrollment



Enrollment (or provisioning) is the 

process of setting up a device to be 

managed using policies by an enterprise. 

During the process, a device installs 

Android Device Policy, which is used to 

receive and enforce policies.

"Note: If a device remains offline for 270 

consecutive days, it will need to be 

reprovisioned."

1. Navigate to Devices view and Select 

Enroll devices option to start the 

enrolment process

Enrollment (1/3)

Confidential
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1. Choose your preferred enrollment options

Å Allow personal usage for enrolling BYOD or other work 
profile devices

Å Preserve system apps

Å Using the mobile data for enrollment*

Å Default Wi - Fi settings

Å Token expiration

2. Add a Device Custom ID if you wish

3. Select a device user you want the device to be assigned 

to 

4. Select the device group you want the devices to be 

added automatically upon enrollment

5. Select policy you want the devices to enroll to

6. pÄĆøììƇÉøĠóƇĐøƇĊÍìÍÄĐƇŹ@ÍóÍĆ·ĐÍƇĐøêÍóź

Enrollment (2/3)
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7. For Zero- touch, copy the token to dpcExtras field in the 

@øøÚìÍźĊƇ³ÍĆø- touch portal. On the portal choose 

ŷAndroid Device Policy ŸƇ·ĊƇĐÞÍƇ0i+ƇÙøĆƇĐÞÍƇDX0Ƈ4ó·ÃìÍƇ

Pro EMM. 

8. With the QR Code Enrolment scan the QR code or send to 

to your device user

Å For both fully managed / kiosk devices:

Å If your device is not out of the box you will 
need to reset it first

ÅSee next section for more instructions on the QR 
Code Enrolment on your device

9. For Work profile, send the link or the QR code as an image 

to the device user

Å NOTE: the work profile link can also be scanned 

with the Google Lens

Confidential
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Change a policy of an 
enrolled device



1. Navigate to Devices view

2. Select a device

Changing a policy of an enrolled device (1/2)

Confidential
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3. View the currently deployed policy

4. pÍìÍÄĐƇ·ƇóÍĠƇăøìßÄĦƇÙĆøòƇĐÞÍƇŷ+Þ·óÚÍƇăøìßÄĦŸƇ

drop down 

5. pÍìÍÄĐƇŷDeploy policy ŸƇĐøƇĔăÉ·ĐÍƇĦøĔĆƇÉÍğßÄÍ

6. Use the device action bar to edit the device 

name and description, and to remotely lock, 

change password, reboot or wipe and remove 

the device

NOTE: Personally owned devices are not wiped with 

the Wipe and remove command. The option will 

only remove the work profile from the device.

Changing a policy of an enrolled device (2/2)
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Bulk actions



1. Navigate to Devices view

2. Select a device check boxes or select all option. You will see the Actions menu enabled.

3. Select the Actions menu to see the bulk actions

4. Select an option to perform a bulk action

Device bulk actions

1

2

3
4
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Advanced search filters



1. On the devices view, select Search filters option

2. Enter e.g. policy name to the Applied policy field or Choose the security posture. The table is 
immediately filtered.

3. Select pÞøĠƇ·ììƇÙßìĐÍĆĊŞto view all options.

4. Select Hide filters to show less options

5. Select Clear filters to clear all.

Advanced search

1

3

4
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Export all devices



1. Navigate to Devices view

2. Select Export All option

3. Download of all device related data in CSV format will commence. Depending on your browser 

settings, you may be asked for a download location. 

Export all devices

Confidential
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Companion application, 
push - notifications & 

tracking device location



The HMD Enable Pro companion app enables IT Admins to send push - notifications and 

track the location of the company owned Fully Managed and Kiosk mode devices on a 

map.

The app is distributed to your EMM Enterprise as a private Google Play app. The 

distribution is handled in the background, and all you need to do is turn on the 

companion app from a policy .  The EMM system will handle the installation and take the 

users through the necessary steps. 

Companion application supports displaying device details on the device end when 

ŷ0ßĊăì·ĦƇÄøòă·óßøóƇ·ăăƇøóƇÉÍğßÄÍŸƇßĊƇ4ó·ÃìÍÉƇ

The push- notification support is available from Companion app version 1.2.0 onwards.

Message option is disabled for devices that do not have the updated companion app 

installed. Group messages can be sent to devices with older versions, but the device will 

not receive messages until update is installed. 

General info
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1. To enable installation of the Companion app and push - notifications, 

select the Install companion app on device enrolment option 

from the policy details or from the Create policy Wizard.

2. If you want to enable the location tracking, select the Enable 

location tracking option

A. A. The minimum tracking interval is 15 minutes. The new 1.2.0 
companion app will track live location with more frequent 
interval when the device is moving.

3. Enabling location sharing and location mode will be automatically 

turned on to required settings on the Location services card.

NOTE: Location tracking is not available for Work profile devices. Please 

make a separate policy for Work profile devices.

Confidential
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Enabling HMD Enable Pro companion app 
and features



Internal

Start enrollment as normal at the device start - up using the QR 

code enrolment. 

Follow the enrolment steps on the device until you see the 

Your work checklist .
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Enrolling a device with tracking on (1/3)



Internal

1. Select Install

2. Select Next

3. Select Set up
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Enrolling a device with tracking on (2/3)



Internal

4. Accept the terms from the check box and select Enroll .

5. The enrollment of the companion app begins. 

6. The user is automatically taken to the device launcher once 

enrolment is complete.
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4

5

Enrolling a device with tracking on (3/3)



Internal

Push notifications can be sent from:

1. Devices view

ÅSelect devices you want to message to, and 
select Send message option

2. Device group view

ÅSelect Message to group option

3. Device details view

ÅSelect Action menu and select Send message
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Sending push - notifications (1/2)



Internal

1. Enter the message title

2. Enter the message

3. Messaging supports additional action links for email and 

phone number (optional)

4. Select Accept option

Å Option will be enable when the required fields are 

entered

XÍĊĊ·ÚÍƇĠßììƇÃÍƇÉÍìßğÍĆÍÉƇ·ĊƇ óÉĆøßÉźĊƇóøĐßÙßÄ·ĐßøóŚ
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Sending push - notifications (2/2)



1. Navigate to Device details and select View on map

2. By default the map shows the most recent known location. To view history, use the Search

Viewing the device location on a map (1/2)
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3. To search for specific locations based the 

location history, set the dates and select Search 

option

4. To see location timeline, select Show location 

timeline 

Viewing the device location on a map (2/2)
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The ÙĔóÄĐßøóƇ·ììøĠĊƇ·óƇ·ÉòßóßĊĐĆ·ĐøĆƇĐøƇ·ÄÄÍĊĊƇ·ƇĔĊÍĆźĊƇÉÍğßÄÍƇğß·Ƈ

remote connection from HMD Enable Pro management console. 

It can be used for transparency in device management, e.g.

supporting a device user in device - related problem solving, device 

setup or configuration, etc.

1. Open device details from a device in device list

2. Choose Actions and Remote connection - option

3. Choose Open connection

Confidential
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Internal

4. §ÞÍóƇĐÞÍƇÄøóóÍÄĐßøóƇßĊƇÍĊĐ·ÃìßĊÞÍÉśƇÉÍğßÄÍźĊƇ

screen becomes visible on the console with 

management options. 

5. The options you have are:

Å Fullscreen

Å Send messages

Å Lock device

Å Open remote control

6. Connection can be closed from Close connection -

option
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Remote management (viewing) function (2/2)
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Remote Control (1/2)

Remote Control can be opened once the Remote Connection is established

1. Device will get a Notification that opens path to

2. Accessibility service must be Enabled for HMD Enable Pro (Companion 

Application) for the remote Control to work. Click Enable accessibility 

service to open the Accessibility settings

3. Click HMD Enable Pro

4. 4ó·ÃìÍƇŷzĊÍƇDX0Ƈ4ó·ÃìÍƇiĆøŸ

5. Allow HMD Enable Pro to have full control

of your device
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Remote Control (2/2)

Once the Accessibility service is Enabled it will display in the Remote - Control 

request Device will get a Notification that opens path to

6. Accept (or Reject) the remote - control request

7. When Remote Control is enabled, you can control device from Enable Pro 

Console

8. To close Remote ÄøóĐĆøìƇĦøĔƇÄ·óƇăĆÍĊĊƇŷ+ìøĊÍƇĆÍòøĐÍÄøóĐĆøìŸ- button 

from the Console

NOTE! Accessibility service stays Enabled on the device and must be Enabled 

only the first - time Remote - control request is done .

Remote Control is only supported by Companion App 1.8.0 or newer!
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Geofencing feature (1/4)

A geofenced area can be added to policies (defined on policy 

level). It requires setting up:

ωa name

ωa desired radius on the map tool

ωa device action 

ωan action trigger

Geofenced area is restricted to a circle with adjustable radius from 

the map marker. The minimum value for the radius is 50 meters.

Multiple geofences ( i.e. geofence areas) can be created in one 

policy, but the maximum amount is 5 per policy. Geofence may 

contain multiple actions; in case with multiple geofences the limit is 

maximum 10 actions per geofence area. 

Note: Geofencing feature works if the location setting in 
ĐÞÍƇÄÞøĊÍóƇăøìßÄĦƇßĊƇĊÍĐƇĐøƇŷ ììøĠƇ·ììƇĐÞÍƇĐßòÍŸƇøăĐßøóƇÙøĆƇ

the Companion app. Location services require to be 
turned on.
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Geofencing feature (2/4)

Triggered actions are assigned when certain conditions are met. Actions 

to trigger when geofence is activated need to be added.

Supported actions are:

ω Send a message

Å The action displays notification on the device once geofence event 
is triggered.

Å Notifications are shown per geofence action basis .

Å You can choose between Notification and an alarm as the Message 
sound

ω Lock device

Å vÞÍƇ·ÄĐßøóƇÄøóĐ·ßóĊƇ·óƇøăĐßøóƇĐøÚÚìÍƇŷ@ÍóÍĆ·ĐÍƇóÍĠƇă·ĊĊĠøĆÉƇ
when device is locked".
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Geofencing feature (3/4)

Triggered actions are assigned when certain conditions are met. Geofence can be 

triggered when entering, leaving or with delayed trigger when remaining inside the 

area.

Supported triggers are:

ω Entering area

Å Triggered once the device crosses geofence boundary and is inside the 
geofence.

ω Leaving area

Å Triggered once the device crosses geofence boundary and is outside the 
geofence.

ω Delayed trigger ("Dwell")

Å Triggered once the device crosses geofence boundary and is inside the 
geofence for a certain period of time .

Å v·êÍĊƇŷvßòÍƇĐøƇĠ·ßĐŸƇøăĐßøóƇ·ĊƇă·Ć·òÍĐÍĆƇĐøƇÄøóÙßÚĔĆÍƇÞøĠƇìøóÚƇĐÞÍƇÉÍğßÄÍƇ
has to stay inside the geofence in order for the event to be triggered.
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To set up geofencing:

1. Choose a policy

2. Choose "Setup geofencing" in HMD Enable Pro companion app - section

3. Enter Geofence name

4. Define Geofencing area on the map tool

5. Set a radius (minimum value for the radius is 50 meters)

6. Choose a Device action

7. Choose an Action trigger

8. Save action

ω Add another geofence if needed

ω Save and deploy changes to the policy
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Geofencing feature (4/4)


