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If you are testing HMD Enable Pro

A As a new user, you will receive an invitation to your email with a link to the EMM:

A You will first be prompted to accept the Terms and Conditions and to change the temporary password;

A EUCHBEC. Ci CDPI Co-R6C- EOBG6C- 6ECHBEC- Ci Cl s UUB6UCRGOCUSCC

Managed Google Play agreement.

A As a test user, your role is Enterprise Admin . Enterprise Admins do NOT have access to ALL enterprises and ALL
users views. Enterprise Admins can only see the details of the enterprises they have been assigned to (i.e. they

belong to) . Enterprise Admins have the capability of inviting and editing users.

A All existing user roles are Enterprise Owner ( main system administrator), Enterprise admin , Enterprise User and

Observer . hmdo
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A The console is available here:

A https://console.hmdenablepro.com

A Recommended browser
A Google Chrome
A Supported Android version
A Android 9 GMS or higher
A Supported companion app version
A Full support Android 11 onwards

A Android 9 and 10 with indoor GPS coverage limitation

Confidential
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Accounts and Enterprise

A As a new user, you will receive an invitation to your email with a link to the EMM

A EUCHGEC - CI CPbpi Co-RO6C-EORO6C- 6ECHGEC- Ci Ci zUUBéUCBéCUzCCD

A You will first be prompted to accept the Terms and Conditions and to change the temporary password \\\\
b SNONRNK

Managed Google Play agreement.

A You can invite other users from the console freely. Existing user roles are  Enterprise Owner (  main system
administrator), Enterprise admin , Enterprise User and Observer . Enterprise Owners and Admins have the capability

of inviting and editing users.

A Enterprise Admins, Users and Observers can only see the details of the enterprises they have been assigned to (i.e.

they belong to) . Enterprise Admins do not have accessto ALL enterprises and ALL users views.
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Help and support

HMD offers HMD Enable Pro users wave 1 help and user support via Enable Pro platform.

A To access User Guide and product Tutorial and Training videos, users need to navigate to "Help and support"

section on the left - side menu on the platform and select Help & FAQ.

Help & FAQ
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Create an enterprise

When you arrive at the _ console for the first time, you will need to create an enterprise for your organisation /
department or, depending on your business model and approach, for another legal entity of your company or even your

customer. Creating an Enterprise is a two - part process: Creating the Enterprise and Setting up the Enterprise

() When you are creating an enterprise for your own organisation, you can add rights to yourself. After you have created the
Enterprise, you will be presented with Setup Bind to Android Enterprise Modal which will take you to Google Enterprise
Admin console. If you choose not to setup the Enterprise right away, you will be presented with the setup modal the next

time you try to access the Enterprise.

(1) When you are creating an enterprise for another department or other company SCPECO6Cg6CHPPIi CyvbPRCC
i 6DI CACRCI YCoabDRIOCROCDPRCCA. Ci SCvbPi CAECPgol CCGRI 1 CPhP-6EI | CBPI C

customers Enterprise user will be presented with the Setup - view when they try to log in to the Enterprise.

The following slides explain how to create and setup the enterprise.  Setting up an Enterprise  will guide you through the steps

in the Google Enterprise Admin console. See the Inviting and importing users  for more info on the user management.
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Creating an enterprise (1/3)

Create an enterprise

g . o g 1E ise detail
When you arrive into the _console for the first time, nterprise details

If your organisation does not manage this enterprise, you only
need to provide the mandatory name to create a new enterprise.

you will need to create an enterprise for your organisation.

Google's Android Enterprise setup and bind process is

E n te rp r | s es requested upon first login from the main admin. If your

organisation does not manage this enterprise, setup process
should be done by the customer's main admin.

1. Select the Create enterprise

Customer managed enterprise

Enterprise name

2. You will see Create enterprise wizard  opening. D Demo Enterprise

N o e n te r p rise S Enable two-factor authentication

3. Enter the enterprise name

Create your organisation’s first enterprisc
and start managing your devices.

4. Optionally you can select the following options

A. Enable Customer managed enterprise

B. Enable two - factor authentication
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Creating an enterprise (2/3)

Create an enterprise

On the step 2 you can add access to the enterprise for existing 2 Enterprise users

Add users to newly created enterprise.

users in Enterprise Admin role.

5. Select the Quick Access toggle to give yourself an access to the
enterprise ( optional )

HMD Demo

6. Select the users from the Users drop down who you want to grant

access to

7. You can Invite new admin user to customer enterprise by entering

users' information to the fields under Invite new admin user
8. Select Next button
9. You will be presented with a summary of the enterprise details

and users. Select Save button if all the details are correct.

Confidential

| want to have access to this enterprise.

eate an enterprise

3 Summary
Enterprise details

Enterprise name
HMD Demo Enterprise

This enterprise is managed by your organization.

Two-factor authentication is disabled

Enterprise users

Users with access to this enterprise

HMD Demo

Default policy

Each enterprise is required to define a default policy. The default
policy will be applied for all enrolled devices when no other
policy is defined. This policy will be automatically created for you

on enterprise creation.

The policy can be edited later from the Policies view.




Creating an enterprise (3/3)

yi o Py

The new enterprise will be shown in the Enterprises table

10. Select the enterprise name to edit the enterprise

details (optional)
11. Optionally you can edit the enterprise details from Enterprises
PDbi CECIi CCol 6EC- UPi CCHgEZgI

enterprise (See the next slide)

12. The Enterprise will show in Pending state until the

Enterprise has been Setup

ID State Created on

13. The Enterprise Setup process is available when a seoz287672 Pending N 08 2024 0837

user tries to Log In to the Enterprise for the first time
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Enterprise details

Enterprise details provide information about an enterprise.

1. General enterprise details include enterprise name and enterprise

I») Enterprise details

2. Enterprise users section displays all users added to the chosen

rprise

enterprise. User can be added and/or invited to the enterprise from
DPPRCCCIi ADPRg6CaCCUCg0oCzCIi CCCCi APRgo6C

3. Two- Factor Authentication can be enabled to force enterprise users
to authenticate with 2FA ( Note: see more information in Two - Factor

Authentication (2FA) section )

4. Status of the Enterprise. The Enterprise will show in Pending state
until the Enterprise has been Setup . After the Setup has been gone

through, the Status will change to Active.
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Setting up an enterprise (1/9)

When You try to Sign In to the Enterprise for the first time,
you are greeted with the option to Setup The Enterprise.

From here you have 3 options

Setup HMD Demo Enterprise

1. You can continue The Setup process by clicking Bind to Android Enterprise

Continue

2. If you have access to more than one Enterprise, you

can change enterprise by selecting a different

HMD Demo Enterprise

Enterprise from the dropdown menu
fio
3. If you require additional support, you can select Help




Setting up an enterprise (2/9)

You will be directed to the Google Enterprise Admin console. Android ik

4. Note: It's strongly recommended that you use your primary work

email address to sign up for Android Enterprise (e.g.

Create an admin account

firstname.lasthame@company.com). You do not need to have

Android is made for business - a powerful
platform that's open to all

registered this email address with Google in advance, and Google
Workspace accounts are not required. Any email addresses
associated with your company domain are supported, including

Microsoft Entra accounts. Personal email accounts like  gmail are not

recommended
ﬁ
<
5.  Press Next to begin the process of turning your account into an Sign up the easy way
Admin account. Note that If the email account is managed by Loaks: Ve SN —_— ik
managed by Microsoft.
Microsoft additional sign in options are presented You can use your existing work account to sign up

and sign in to your Google Admin console

A. Sign in with Microsoft (optional)

m Sign in with Microsoft

B. Or create account with a password (Recommended)

See Other scenarios



Setting up an enterprise (3/9) Verify your email

Verification email sent to

Try a different email Resend verification

Verify your emalil

6. You are presented with Verify your email - notification

7. -6ECGRII CCiAiRgI CgivektheiothBRas6Ci 0. BRI CORDI | ECY

me to the Google Admin console, please verify your email

@oU1 I C Eo0RGCABGCal [ §CaifiomCi Cgi CBUHCH@'

¢ “ a
"The Google Cloud Team" <cloud-noreply@google.com> ) Reply ) (R el o

To @ Tue 21/05/2024 14:28

Google Cloud Team

8. Select Verify email address

Please verify your email to start using your
new Google Admin account

To get started, verify your business email address within 48 hours by clicking
below

Verify email address
After verifying your email address, you'll be able to create an account and start

managing browsers and devices.

Sincerely,
The Google Team

202 nogle LLC




Setting up an enterprise (4/9)

Android ek

You are greeted to Tell us about you Uview where you are

asked to fill user information
9. Fillin the Required user information Tell us about you
10. Select if you would like to receive email with tips etc.

11. Select Continue




Setting up an enterprise (5/9)

You are presented with an option to Add subscriptions to

your admin account

12. Add subscriptions to your admin account (free

subscriptions recommended)

13. Select Next

LN

Add subscriptions to your admin
account

You can manage apps. browsers and other

devices in the Admin console in additional to
Android devices

id Enterprise

v Included

Workspace Essentials Starter

Chrome Browser Cloud Management

Chrome Enterprise Upgrade for ChromeOS




Setting up an enterprise (6/9)

Android s

You are presented with Create a password - view

14. Create a password for the account

Create a password

15. Select Agree and continue




Setting up an enterprise (7/10)

Android asé

You are presented with Create a password - view
Manage your Android Enterprise devices using
HMD Global?

16. Select Allow and create account

Allow and create account
S and creatir g an ac

17. You will be redirected to HMD Enable Pro to

Allow and create account

complete the process

Note: The redirection might need additional sign -in, if the G , _ )
oogle Privacy policy Terms Cookies Management Controls

user has any gmail account saved to the browser. This is

gone through in step 18. If the redirection successes

automatically you can continue with step 19.

GOOg|€ Privacy policy Terms Cookies Management Controls



Setting up an enterprise (8/9)

You are presented with Sign in-view

18. Sign in to Admin console with the user and password

you have created
You are might be presented with phone verification - view

19. Select your country , enter your phone number , select
how you would like to receive the verification code

and click Get code

Enter verification code

20. Enter the Verification code  you received and select

Verify

21. You are created with Welcome to your new account -
view. Read through the message and select

| Understand

Vaad

<J
Signin

to continue to Admin ¢ sole

English (United Kingdom)

Finland (Suomi)

Phone number

0 continue
de that you

n



Setting up an enterprise (9/9)

The setup is complete. You will be redirected to Enable Pro

and the Enterprise is ready for use

22. You are redirected to Enable Pro.

23. The Enterprise is now setup and can be used normally

Top 5 device models

About. Legal




Other scenarios

If you are an existing Google Workspace administrator, the above process is
greatly simplified in that you only have to log into Google Admin console with
your administrator account and consent to EMM binding.  You will not need to
create a new email account or perform email verification steps, etc.

If you are an existing Google workspace user that is not an administrator for your
domain you will need to reach out to your workspace administrator to get them

to assist you as an administrator account is needed to consent to the EMM
binding. If your Google workspace account can't be promoted to administrator,
you can also contact HMD Enable Pro to invite the workspace administrator to
HMD Enable Pro and the workspace administrator can finish the EMM binding.

If your email address was previously used to create a consumer Google account,
you will be given the option to convert your account to an enterprise Google
account. If you accept this option then your account becomes a managed
account, meaning admins can place restrictions on the account use and delete
or transfer ownership of data in your account. If you wish to retain personal
control of the data in your account then we advise using the  Google Takeout
tool to export the data, for you to later import into a new, personal google
account.

Finally, if your organization uses @gmail.com or any other other free consumer
email addresses ( e.g @Yahoo.com, @Hotmail.com, @Outlook.com etc) as your
primary email system (rather than user@company.com) you will need to create

(or use an existing) gmail account to complete the Android Enterprise

registration steps. You can also use or create a gmail account as a fallback in
order to complete the Android Enterprise registration steps, but that is not
recommended.

Android sk

Welcome to Android Enterprise

We’ve noticed that you are using an unmanaged account. Here’s what you can
expect when you use your Google Account for work

Your account may be managed Upgrade Google Services

<my email address> d

Actions to Take Now

Export Google Data as needed

Email Single-sign-on
verification | (SSQO) for end
required users

Google products
managed

Work email (e.g. admin@yourcompany.com)

Chrome Browser,
Workspace apps

Google Workspace | Not required Supported
/ Cloud Identity

Microsoft Entra Not required | Supported (with | Android, ChromeQOS,
user sync) Chrome Browser,
Workspace apps

Required Supported (with | Android, ChromeOS,
some setup and Chrome Browser,
user sync) Workspace apps

Other identity
providers

Android, ChromeQOS,

Google Services
accessible

All (with IT

consent)

All (with IT
consent)

All (with IT
consent)

Consumer email (Not Recommended)

Lirmited Not supported Android only
functionality

None (not
supported)

Other consumer Not
email (e.g. Hotmail, | Supported
Yahoo, AOL)

None (not supported)

Only Managed
Google Play

None (not
supported)



https://takeout.google.com/

000000 X ..o.......o.....%%o.o».......................... XXX
........../...’.....o..... RRXON
SRR,

RN
.o.¢0o.o.oo¢
X RN
....:.‘..o:o.......:..............a.
¢ooooo'OOQoovo.ooooovo.ooooovovo.oooov
:::.::.:.:::.::::..:.::.:
.oooooooo»ooooo»ooooo‘ooooQoo.ooovo.oooov
ocoaoo00000»040ooooot:oo.ooo.‘ooooco.ooo
.»ooo.00000.0»000‘00‘0ooooo¢ooooo.oo-vo
..:.::::..:::::.::::::
ooooo.ooooooooo‘ooooooo.to‘otoovooooo
::.:::.:::.:.::::::: ]
ooooooooQoO.QoO«t.ooqo».ooo.ooooooo
R RN
DR R KRR KRR
RO XRRR?
KRR RN
R AR
..ooo-o»t.o.o.O;o..oooo.oooo.
R AR
o,
R RO
R KRR
KRR
KRR KRR
AR
KRR
ORI
RN
RN
DR
DR KRR
R
RS
RN

DR
XXX
et
RN [\
DR
R
QR0
e

ting an Enterprise



Deleting an Enterprise

If the need arises, you can Delete an Enterprise through Enable Pro Console. Before Enterprises

deletion check the following:
AEnterprise has no users (Required)

AYou have unenrolled and deleted all the devices from the Enterprise (Recommended)

Created on

Jun 05 2¢ 7 Invite users :
To delete an Enterprise, go through the following steps: e CJ

1.  Open The Enterprise - view

Delete enterprise

2. pi-CApCUgCCH@ECC406bDI CaCRCiIiC-06ECCiilADBCYyOI i i CoaabRoo6C
Are you sure you want to delete HMD De
3. Double check that you are deleting the correct Enterprise and select Delete if you terprise? Any devices attached to this enterprise
want to continue. ( ) will be reset.

Google Enterprise Admin console also offers the option to delete Enterprise from their

console. We using the action. Used at users . Enable Pro

Eg i C6 z b C CHdétidatot & Erterprises after deletion from Google Console.
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Invite new users to an existing enterprise (1/2)

New users can be invited to existing enterprises from the

enterprise more menu.

1. From the Enterprise more menu, select Invite users option Enterprises

Perpage: 10 1 of3

Total of 21 enterprises

Created on Created by

LCOOkix4v2 Jan 27 2022 20:33 hmdemm5@gmail.com

Delete enterprise

LCOO0g2nwv2 Jan 27 2022 12:31 hmdemm5@gmail.ce =
Invite users

LCOOvomjwq Dec 20 202114:09 petri.happonen@hmdglobal.com

LCOOwW57r9s Nov 26 202113:21 petri.happonen@hmdglobal.com

LCOTIrkbmk Feb 22 2022 14:43 hmdemm5@gmail.com
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Invite new users to an existing enterprise (2/2)

2. Enter the user detalls
3. Select desired user role
4. Select Next

On the second page, you can optionally grant the user an
access to also other enterprises than the enterprise selected

at step 1.
The role selected in step 1 will apply to all enterprises.

5. Selected enterprise is pre -selected. The role selected in

step 1 will apply to all enterprises.

6. Select Invite when you are done.

Confidential

Invite users

User details

Enter the name and the email address, and define the default
role you want the user to have.

First name

Grant

Last name

Marshall

Email address

grant@marshall.com

Role

Enterprise user

Invite users

User enterprises

Select enterprises

Marjaana Enterprise




Assign new users to enterprises (1/3)

New users can be assigned to existing enterprises when they

are invited to the system.

min

1. Select Invite users option

of 9

Total of 41 users

Last login on Status Created on

Jun 012021

Jun 01202114:59

Oct 07 20211115 ACTIV Jun 04 202115:04

Jun10: 3:19 ACTIV Jun 10 2(

Jun 1l 20
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Assign new users to enterprises (2/3)

Confidential

2.
S
4.

User roles:

Invite users

- Enterprise owner |J System administration & Device management

User detalls - Add and edit all enterprises
Enter the name and the emai ss, and define the default . .
ant the user to hal - |nV|te and ed't a.” users
Add private apps and create collections

Enroll devices, view all devices, and add and deploy policies to managed devices

- Enterprise admin U Enterprise administration & Device management

[@email.com

- Invite and edit users within an Enterprise
- Add private apps and create collections

the ability o enroll devices, and add and deploy - Enroll devices, view all devices, and add and deploy policies to managed devices

anaged devices.

- Enterprise user U Device management

- Add private apps and create collections

- Enroll devices, view all devices, and add and deploy policies to managed devices

- Observer | Viewer rights
- View private apps and collections
- View policies and devices

- View device details
Enter user details

Select user role

- Observers do not have ability to edit any of the details within the enterprise




Assign

Confidential

new users to enterprises (3/3)

Invite users

User enterprises

5. Add
enterprises by
selecting them
from the drop

down list

Invite users

User enterprises

testEnterprisel
Mobile Me

thoTestEp

6. Remove enterprises
from the Delete

option

7. Once you are done

select Invite option



Add users from AD

Users can also be imported from Azure AD using a CSV
file. Use the export feature from the AD to generate the

correct CSV file.

1. On the HMD Enable Pro console Select Import users

option

2. Select Choose file and navigate to your CSV file. Select

the file.

3. Select Assign to enterprise and select the target

enterprise
4. Select desired user role
5. Select Accept

The users will be imported in a bulk with the selected

settings.

Confidential
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Enterj

ner

Enterj

nin
Enterj

Ente Ther

min

Import Users from Active Directory

AD by

Total of 4l users




ding and editing a

Private App
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Private applications

The _ utilizes Managed Google Play for app distribution. Private apps must

comply with the Google Play regulations. Make sure that the following criteria are met:

A The APK must be compiled with a release mode. Debug mode builds cannot be

uploaded.

A The APK must not exceed 100MB. If your app's compressed download size is larger than
100 MB, you should instead upload your app using Android App Bundles (AAB) which
allows for up to a 200 MB compressed download size.

More information: https://developer.android.com/quide/app  -bundle

A Package name must be unique. If it is published or has ever been published in the

Google Play, you will see an error.

A Private apps can be shared between enterprises. If needed HMD can provide

instructions for the sharing.

Confidential


https://developer.android.com/guide/app-bundle

Uploading a Private App (1/2)

1. Navigate to Applications

enablepro Applications

2. Choose Private apps

Managed Google Play ) Approve apps
3. pilil+tAg@EaPReOCPDBCEAI
»» Google Play

B

%]

Upload private apps

Upload apps that are developed just for your organization. Learn more

ed from this page are shown her published private apps from the

11 ~an saarch for tham nn the ann

Confidential



Uploading a Private App (2/2)

Confidential

Enter a title for your private app
Upload the APK file

Click on Create option to upload the
private app. The Create will be enabled

after a valid APK package is added.

Applications

Managed Google Play ) Approve apps

» Google Play

< Private app

Title Maximum 50 characters

APK file Upload APK

{ \




Editing a Private App

1. Select the Edit option to gotto edit

mode

2. Select the Make advanced edits option
to update the private app details on the

Google Play Console.

Confidential

Applications

Managed Google Play o Approve apps

i Google Play

Private app

APK file . 1.0.48 com.hmdgl

Advanced editing options

Add a detailed app description, screenshot, and more in the
Google Play Console.
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Adding policies (1/6)

1.

2.

Navigate to Policies view

Select Add new policy

Add New Policy Modal will open

3.

Confidential

Select the Type of Policy you want to add

A Kiosk Mode

A Kiosk Mode Launcher
A Fully Managed Mode
A

Work Profile

PressVM Next Mt oMcont i

Type in your Policy name (required) and

description (optional)

Select Next to continue with the policy creation

Policies

Add new policy

D Policy type

Select policy type

Kiosk mode

nue

Minimum password length Version Type

AUTGMATIC
POSTPONE

Add new policy
|:| Basic info

Set policy name and description

icy is made for demo purposes




Add new policy Add new policy

@ Applications E' Applications

Application settings Application settings

Adding policies (2/6)

7. By Enabling restrictions to the Play Store, only
g 11 8GIEC-aaCYCGRii CAI CERCAI i cC
Google Play store

A . L. Add new policy
Allow apps lets you determine what applications are (%) Work profie settings
allowed to be installed on the device

Work profile setup
A Block apps prevents the installation of the defined

apps. Additionally Blocked apps will be automatically
deleted from the deVICe. S ork tacts in personal profile

Cross-profile policies

ween profiles

8. Depending on the Policy type there are few

differences on the settings

a. Kiosk mode requires the installation of Kiosk
application, and App permission policy is set by
EiU- Ei BChgCy@C- 6DCAgo6DCoi YC

Enable camera

Enable screen capture
b. Kiosk mode launcher & Fully managed mode offer the
default application settings

file to be turned off for

C. Work profile offers the possibility to allow/block apps
individually between the work and personal profile, as
well as additional Work profile settings are provided

Confidential

Add new policy

El Applications

Application settings

Applications (work profile)

Applications (personal profile)

Enable rest

ed Play Store for personal profile

tions to install on personal profile for ¢



Add new policy
El Applications

Select an application

L . Select an app from the Google Play or enter the package name
Application settings to add the app to the policy.

Enable restricted Play Store mode

[] L] []
Select applications you want to install or block with the policy.
Select an app to edit app specific settings and add managed

configurations.
B GooglePlay | search
Allow apps

Block apps Featured Apps

The flow of allowing/blocking apps: G m ..[‘\,-:
" PDF

9 . Click On Allow/Block application Google Chrome W App Mes Dropbox: Clouc f«di’ze Acrobat Linked

Google LLC WhatsApp LLC Adobe Linkedin

xxx x Add new policy
] Applications
10.Google Play portal opens Select an application ppplcation settings

t e 1EME o ac Enable restricted Play Store mode
11. Search for application or add the package name

Select applications you want to install or block with the policy.
Select an app to edit app specific settings and add managed

elect an a e gle Pla: ente s configurations.
manually il kb it v 3 o 05 15 ths

Allow apps
P Google Play

12.Select the app to add it to the allowed/blocked

Block apps

list

Microsoft Teams

Microsoft Corporatior

13.The application is added to the Allow/Block apps |

list and displays Settings and Remove buttons . Py

*k *hkkh

E (e

Microsoft Outlo Google Meet
Microsoft Corpora Google LLC

& This app offers managed cag?
© This app is only availal

* ok ok ok *h kK
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Add new policy

EI Applications

Addlng pO“C'eS (4/6) Application settngs

Enable restricted Play Store mode

. - Allow apps Microsoft Teams
The flow of allowing/blocking apps:

14. You can open the Application settings from the Gear -icon

15. The settings are opened in a new view

16. Some applications provide the option for Managed
Configuration, this allows changing the settings from inside s Default The apy

the app remotely.
Postponed

17. When changes are DONE click Save.

Note: Managed Configuration changes are saved in the Managed High priority
Configuration view and will not trigger the save - button, You can

Minimum version code

close the settings from the Cancel - button or X -icon.

18. Click Next to continue the process

Confidential



7.

Add new policy
e Security

Security

Security and VPN settings for this policy.

Default permission policy
The default permission policy is used for all apps unless

permission is separately defined on the app level. For kiosk
mode the default permission on is always grant automatically.

Permission policy

Prompt the user to grant a permission

Untrusted apps policy

Allow installation from unknown seurces

Disallow untrusted apps

VPN

Package name

Allow VPN configuration

Don't allow networking without VPN

Adding policies (5/6)

Add new policy

i Password and lock screen settings

Password and lock screen settings
Password settings

Require password

Lock screen

Enable lock screen

Add new policy

Q Device settings

Set device settings

Select your preferred minimum setup for device settings.

Enable camera

Enable screen capture

Enable master volume

Enable microphone

Enable wallpaper configuration

On the following wizard views define the preferred settings for your policy moving between the pages, and then select

Add new policy

o Location services

Location settings
Setup your preferred location sharing settings.

Enable location sharing

Location mode

HMD Enable Pro companion app

Installing HMD Enable Pro companion app is a requirement for
messaging, location tracking and geofencing. Enable to install
companion app to devices assigned to this policy.

Install companion app

Enable location tracking

Tracking interval minutes

Minimum value 15 mins

Device wallpaper

Wallpaper image URL

Add new policy

Update policies

System updates

Setup preferred system update configuration. You can choose to
install e.g. automatically or during a daily maintenance window.

System updates

Update automatically

Updates are installed automatically as soon as they are available
unless a freeze period is defined.

Application updates

Define update policy for applications.

Application updates

Auto-update

Apps will always update over any connection.




Adding policies (6/6)

Once saved, you will see a notification of the successful policy creation.
19. 1 T UCIi ChpbCHPPiI CgRI GCGRPPCPPICyl I UCI CPYCpabRGBOS
20. Policy name and description are  editable fields.

My policy name v1

Use the Actions menu to clone the policy or to delete it.
Basic info Device settings

Policy name
My policy name
Allow installation from unknown sources
Description

Enable developer settings

Describe the policy

Enable factory reset

Enable keyguard
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Work profile policy type

An update was made to HMD Enable Pro's policy types.

Confidential

Previously "Managed or Work profile" is now divided into Work
profile and Fully managed device. It allows cross - profile limitations
for all work profile devices and personal usage profiles for

company - owned work profile devices.

Work profile - specific settings, allowe different set ups between
work profile and personal profile for application settings and other

details.

Add new policy

Application settings
Applications (work profile)

Enable restricted Play 5

Add new policy

Set policy name and type

Add new policy

Work profile setup

Cross-profile policies

Sk rk contacts in personal profile

v copy and paste between profiles

profiles

Personal usage policies

orofile to be turned of for




q’ Security

Default permission policy

Default permission policy

The default permission policy is used for all apps unless permission is separately defined
on the app level. For kiosk mode, the default permission is always "Grant a
permission" automatically.

Disallow untruste

(0 If default permission policy chosen is being changed, it will affect all chosen

applications.
(1) HMD Enable Pro companion app permission policy is always '‘Grant a permission™
Note: before applying the changes, the system requests a confirmation to update default

N configuration

permission policy for all applications.

Don't allow networking without VPN

Update default permission policy for all applications

Do you want to update the permission policy for all existing
applications in the policy to Deny a permission?

Se Kee g per ons” if you want to keep your
X

dsting ap N speci rmissions.
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Enrollment (1/3)

Enroliment (or provisioning) is the ohablepro Devices

process of setting up a device to be

managed using policies by an enterprise. Search filtrs > Page 1 of1
During the process, a device installs A Home

@ Enroll devices (3 Refresh 4 Download as CSV

Android Device Policy, which is used to B policie ™

) \
|:| Devices % Enrollment time < = Applied policy =

F Applic

receive and enforce policies.
Oct 18 2021 1814 ® Active

"Note: If a device remains offline for 270

O

Users Oct 14 2021 13:52 ® Active
o Users

consecutive days, it will need to be .
B Enterprises O Nokia C20 1 Oct 14 2021 16:39 ® Active

reprovisioned."

1. Navigate to Devices view and Select
Enroll devices option to start the

enrolment process
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Enro"ment ero-touch enrolimen!

Enrollment (2/3)

1. Choose your preferred enroliment options ‘

devi

A Allow personal usage for enrolling BYOD or other work o ‘ QR cods enrollment
profile devices .

A Preserve system apps
A Using the mobile data for enrollment*

A Default Wi - Fi settings dockedmntisvason,

A Token expiration ‘

2. Add a Device Custom ID if you wish ‘

3. Select a device user you want the device to be assigned ‘

to
Token expiration settings

4. Select the device group you want the devices to be

Token expires in

added automatically upon enroliment
5. Select policy you want the devices to enroll to One time use only

6. pACgi i CEgGO6CPgCCiiilADPCZ@I oI
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Zero-touch enrollment

Enrollment

Enrollment (3/3)

7. For Zero-touch, copy the token to dpcExtras field in the
@2 o Ui | 2tOuch portlgOn the portal choose
YAndroid Device Policy YC- CCBbi C0i +CUgCCHhbi CI
Pro EMM.

QR code enrollment

8. With the QR Code Enrolment scan the QR code or send to
to your device user
A For both fully managed / kiosk devices:

i your device is not out of the box you will
need to reset it first

A See next section for more instructions on the QR
COde EnrOIment On your deVICe cale o o Werk profile enrcliment link

9. For Work profile, send the link or the QR code as an image

to the device user

A NOTE: the work profile link can also be scanned

with the Google Lens
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Changing a policy of an enrolled device (1/2)

1. Navigate to Devices view

(hmo ]
enablepro Devices

2. Select a device

Search filters » Page 1 of1

Total of 3 devices

@ Enroll devices ! Refresh {4 Download as CSV

Enroliment time =
Oct 18 202118114 ® Active

Oct 14 2021 13:52 ® Active

Oct 14 2021 16:39 ® Active
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Changing a policy of an enrolled device (2/2)

3. View the currently deployed policy . € Bk ke
Device details
4, pl i1 APC- Cé6i GCagi BAHCUC@ O CH C Retresh
drop down
T 3 1M A \J — X [F i = 1 @ ¥ v/ Compliant
5 pl i IDe@ogpolicy YCDPog CEAE- DI CHg E ( R e e
Name Nokia XR20
6. Use the device action bar to edit the device Description N/A
1 3521
name and description, and to remotely lock, Serialnumber  HO49
B Nokia
change password, reboot or wipe and remove Nokia e
sion Android
o E ion O0WW_1_M0_SP02
the deVICe E Oct 18 2021 18:14 Security posture and scan status
L ort  Oct 18 2021 18:15 S L +/ SECURE
NOTE: Personally owned devices are not wiped with C“:pj_”y e st OK
) e Password and encryption protection
the Wipe and remove command. The option will . e s Enablod

only remove the work profile from the device.

Confidential

level 2021-09-05 Active per user

/" Edit Q Viewonmap § Lock device Actions v

Disabled
Disabled




:....:::::.::o:....:....:..:
....l.....o............o.....xo....;:.. XXX
ARXRXODD

Bulk actions



Device bulk actions

w0 D PF

Confidential

Navigate to Devices view

Select a device check boxes or select all option. You will see the

Select the Actions menu to see the bulk actions

Select an option to perform a bulk action

hmd

[hms ]
enablepro Devices

Search filters >

@ Enroll devices ' Refresh

Enrollment time <
Oct 18 2021 18:14
Oct 14 2021 13:52

O Nokia C20 Oct 14 2021 16:39

State <

® Active

® Active

® Active

Actions menu enabled.

Devices

Actions v

@ Enroll devices (! Refresh

IR

Search filters »

Enroliment time <

Oct 18 2021 18:14

Oct 14 2021 13:52

Oct 14 2021 16:39

® Active

® Active

® Active

L

mn v

e

Add to group
Remove from group
Send message
Deploy policy

Lock device

Reset password

Reboot device

Wipe and remove device



d search filters
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Advanced search

1. On the devices view, select Search filters option

2. Enter e.g. policy name to the Applied policy field or Choose the security posture. The table is
immediately filtered.

3. Selectpbg GC- i i ©udniabdptlorsS
4. Select Hide filters to show less options
5. Select Clear filters to clear all.
; Devices

IMEI (sim slot 1)

Applied policy

test

Show only deleted devices

{ \

Enroliment time Applied policy Hardware

Sep 26 2023 14119 Ctive ums512_1h10

Sep 20 2023 12:.09 qcom
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Export all devices



Export all devices

1. Navigate to Devices view
2. Select Export All option

3. Download of all device related data in CSV format will commence. Depending on your browser

settings, you may be asked for a download location.

CET
enablepro

Devices

Search filters » Page 1 of1
Total of 3 devices.

@ Enroll devices ! Refresh

\
Enrollment time < $ Applied policy + Brand I‘

Oct 18 2021 1814 ® Active Fully Managed
Oct 14 2021 13:52 ® Active

Oct 14 2021 16:39 ® Active
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E HMD Enable Pro companion app

Installing HMD Enable Pro companion app is a requirement for
:aging, location tracking and geofencing. Enable to install

G e n e ral i n fo r:-:;mpaniun app to devices assigned to this policy.

Install companion app

Display companion app on device

The _ enables IT Admins to send push - notifications and

track the location of the company owned Fully Managed and Kiosk mode devices on a

Enable location tracking

map. Tracking interval 3 minutes
Minimum value 15 mins

The app is distributed to your EMM Enterprise as a private Google Play app. The

Geofencing
distribution is handled in the background, and all you need to do is turn on the keljonkangas
companion app from a policy . The EMM system will handle the installation and take the

users through the necessary steps.
Contact list

Companion application supports displaying device details on the device end when
JORCAiI - HCAgoad- - 6Rg06C- 8aaCo6CEI gRAI YCRCC46 -

P2

Device wallpaper

Wallpaper image URL

The push- notification support is available from Companion app version 1.2.0 onwards.

Message option is disabled for devices that do not have the updated companion app

installed. Group messages can be sent to devices with older versions, but the device will

not receive messages until update is installed. hmd
e
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Enabling HMD Enable Pro companion app
and features

To enable installation of the _ and push - notifications,
select the Install companion app on device enrolment option

from the policy details or from the Create policy Wizard.

If you want to enable the location tracking, select the  Enable

location tracking option

A. A. The minimum tracking interval is 15 minutes. The new 1.2.0
companion app will track live location with more frequent
interval when the device is moving.

Enabling location sharing and location mode will be automatically

turned on to required settings on the Location services card.

NOTE: Location tracking is not available for Work profile devices. Please

make a separate policy for Work profile devices.

Location services

Network configurations

y for applications.

HMD Enable Pro companion app

Tracking interval

minutes




Enrolling a device with tracking on (1/3)

Your work checklist

Start enrollment as normal at the device start -up using the QR This device belongs to your
organisation

code enrolment.
Ta learn more, contact your IT admin [ ]
Install work apps

Follow the enrolment steps on the device until you see the

Your work checklist

Confidential



Enrolling a device with tracking on (2/3)

1. Select Install H B [+ ]

Installing work apps... Your work checklist

Your work checklist

2. Select Next
Required apps (1)

B-

B+ Install work apps

Install work apps % HMD Enable Pro

3. Select Set up

3|

HMD Enable Pro

Confidential



Enrolling a device with tracking on (3/3)

b=l | b=l |

4.  Accept the terms from the check box and select  Enroll.

hmd.
pro

5. The enrollment of the companion app begins.

Your IT admin has chosen to deploy HMD
Enable Pro Companion app to this device.

6. The user is automatically taken to the device launcher once This app uses background location data to

allow device tracking by your IT admin Enrolling

enrolment is complete.
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Sending push - notifications (1/2)

Devices

Push notifications can be sent from:

Perpage: 20 Page 1 ofl

1. Devices view

Total of 14 devices

A Select devices you want to message to, and
select Send message option

IE Applications
2. Device group view Device details
a Users ome
A Select Message to group option B cotoprines

3. Device details view

Nokia X20
N/A
355
AQK

testGroup T e

Nokia X20

A Select Action menu and select Send message

Android 11
00OWW_1_270

Mar 02 2022 09:55
Mar 02 2022 10:00
Company owned

Active
Up-to-date

Enrollment tin v P level 2021-05-05

S users 0 Feb 21202216

E Enterprises
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Sending push - notifications (2/2)

Send message to device

Sending message to 35 4). Enter optional
email or phone number to have contact action buttons added
1. Enter the message title below the message.

Note: Ensure that correct HMD Enable Pro Companion App version
is installed on the device.

2. Enter the message

Title

3. Messaging supports additional action links for email and

phone number (optional) Message

4. Select Accept option

A Option will be enable when the required fields are

entered

Phone number (optional)

Email (optional)
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Viewing the device location on a map (1/2)

1. Navigate to Device details and select View on map

2. By default the map shows the most recent known location. To view history, use the Search

Device location

Nokia 4.2
N/A

000C View location history

Nokia 2020 12:01 AM

Nokia 4.2

Android 1 10/01/2020 12:01 AM - 10/01/2020 12:01 AM
O0OWW_3_240_SP02
N/A

Sep 012022 16:26

Sep 012022 16:28

Active

Up-to-date

Security patch level 23 24-05
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Viewing the device location on a map (2/2)

3. To search for specific locations based the Device location

location history, set the dates and select Search Location history
. Sep 05 2022 09:09 e map disp 1e devices ocation. S ange to view the loc
option : ' | '
5 2022 09:09 View location history

4. To see location timeline, select Show location o 05 2072 0600 omeste o

Sep C .00 Sep 06 202
timeline Sep 05 2022 09:09
Sep 05 2022 08:05
Last seen Sep 06 20 1774:30

2022 08:05

Sep 05 2022 08:05

65

Sep 05 2022 08:04

PETSAMOQ KAUPPI

TAMMELA

Targpere

A i A
¥ LINNAINMA

VIINIKKA

HATANPAA - 'mod]  MEKALA

KOIVISTONKYLA

tcuts Mapd
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Remote management (viewing) function (1/2)

TheUE6APRBOC- 11 8GCC- 6C- EORORCHPC:- bgCChbogC- AAi CCC-
remote connection from HMD Enable Pro management console.

Nokia
It can be used for transparency in device management, e.g. “‘°"'jia
Android 13

supporting a device user in device -related problem solving, device Software version  OOWW_I_260

setup or configuration, etc. Enrolled c Sep 13 2023 16:31

Sep 14 2023 16:32 Add to group

1. Open device details from a device in device list Company owned Remove from group

ode Full management
stat Active
2. Choose Actions and Remote connection -option } Remote connection

- Reboot device Y

\

Remote connection

Up-to-date Reset password

3. Choose Open connection

-06-05

Wipe and remove device
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Remote management (viewing) function (2/2)

Sending message to 352739200028055 (Nokia XR21 Santeri).
Enter optional email or phone number to have contact action
buttons added below the message.

Title
Remote connection

4, 8Pl 6CDPPI CAgob66i ADPRg6CRCCI

screen becomes visible on the console with

Open remote connection to device.

management options.

w a2 M

5. The options you have are: s
HMDEnzabl.. Contacts Outloak Gmail
Fullscreen s
@€ - O™
Send messages Camera Contacts  Files

Lock device G Q9 e &

Google Maps Messages  Outiook

A
A
A
A

Open remote control

¢ Pp (o -ﬁg

Play Store Settings Teams Voice Reco...

O

6. Connection can be closed from Close connection -

option

Lock device

Are you sure you want to lock 3527 (MNokia XR21

)?
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‘ 45 Thu, Jun 19 ¥ @58%

00
Remote Control (1/2) — ¢ enable pro

Accessibility service status:
control.
dmin can

Q HMD Enat
HMD Enable Pro

The Admin is requesting remote access to your

Remote Control can be opened once the Remote Connection is established

D {earn more

1. Device will get a Notification that opens path to

2. Accessibility service must be Enabled for HMD Enable Pro (Companion
Application) for the remote Control to work. Click Enable accessibility

service to open the Accessibility settings

3. Click HMD Enable Pro

HMD Enable Pro ”

4. 46 Aild CS\/ zCIi CDX0C46- Al i ’ v Allow HMD Enable Pro to have full

control of your device?

Use HMD Enab]e PfO Full control is appropriate for apps that help

you with accessibility needs, but not for most

5. Allow HMD Enable Pro to have full control

of your device
Options

Accessibility

HMD Enable Pro shortcut

Downloaded apps
wp HMD Enable Pro
off

juired for r
; enabled the

Screen reader

e TalkBack
'j:l' f:u‘" aK items on scree



Remote Control (2/2)

Once the Accessibility service is Enabled it will display in the Remote

request Device will get a Notification that opens path to

6.  Accept (or Reject) the remote - control request

7.  When Remote Control is enabled, you can control device from Enable Pro

enable pro

Accessibility service status:

Accessibility service is required for remote control

When a bility service is enabled the Admin can

manage the device remotely

Remote connection

Open remote connection to device.

~
9

Console w 2 & M 9
8. Toclose Remote Ag6 DCoi CHOECA- 6 CaBin6®B@tenYes Ci CCi 0o DI @C 2 O™

from the Console

NOTE! Accessibility service stays Enabled on the device and must be Enabled

only the first - time Remote - control request is done .

Remote Control is only supported by Companion App 1.8.0 or newer!

Camera Chrome Contacts Files Gmail

G » 9 e &

Messages  Outlook

¢ b w O

Phone  PlayStore Settings  Teams  VoiceReco..

O

vysor




Note: Geofencing feature works if the location setting in

Dpi CApgCl 6Cagi BARCRCCCI BCPbgC
the Companion app. Location services require to be

turned on.

Geofencing feature (1/4)

Setup geofencing

A geofenced area can be added to policies (defined on policy

level). It requires setting up:
(D a name

(1) a desired radius on the map tool ~ i

Helsink

(1 a device action | o

Tallinn
.

Estonia

() an action trigger

Riga
2" Latvia

Geofenced area is restricted to a circle with adjustable radius from Setup device actions

the map marker. The minimum value for the radius is 50 meters.

Multiple geofences ( i.e.geofence areas) can be created in one
policy, but the maximum amount is 5 per policy. Geofence may
contain multiple actions; in case with multiple geofences the limit is

maximum 10 actions per geofence area.
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Geofencing feature (2/4)

Triggered actions are assigned when certain conditions are met.  Actions

to trigger when geofence is activated need to be added.
Supported actions are:

(1) Send a message

A The action displays notification on the device once geofence event
is triggered.

A Notifications are shown per geofence action basis

Setup device actions

A You can choose between Notification and an alarm as the Message
sound

() Lock device

A vbi C- ADRg6CAgd6D- ROCC- 6CgabPRg6CPg U
when device is locked".
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Geofencing feature (3/4)

Triggered actions are assigned when certain conditions are met.  Geofence can be

triggered when entering, leaving or with delayed trigger when remaining inside the

area.

Supported triggers are:

Setup device actions

(1) Entering area

A Triggered once the device crosses geofence boundary and is inside the
geofence.

(1) Leaving area

A Triggered once the device crosses geofence boundary and is outside the
geofence.

(1) Delayed trigger ("Dwell")

A Triggered once the device crosses geofence boundary and is inside the
geofence for a certain period of time .

A v eiccyvroicpacs nDYCoaPRE6C. CCa- ¢ o DI CCPacCAsoURUECT ChocCi APYIECEN
has to stay inside the geofence in order for the event to be triggered.
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Geofencing feature (4/4)

To set up geofencing:

1.

w

w

Confidential

Choose a policy

Choose "Setup geofencing" in HMD Enable Pro companion app - section

Enter Geofence name

Define Geofencing area on the map tool

Set a radius (minimum value for the radius is 50 meters)
Choose a Device action

Choose an Action trigger

Save action

Add another geofence if needed

Save and deploy changes to the policy

HMD Enable Pro companion app

Install companion app

Enable location tracking

Tracking interval

Geofencing

Setup geofencing

Setup device actions

Finland

St Petersburg

Minimum value 15 mins

\\\\\\\\\\\\\\\\\\\\\\\\\\

Cansr TleTepbypr

Estonia

Ri
2% Lapvia




